ENHANCED NETWORK SECURITY BREACH AND
PRIVACY LIABILITY COVERAGE
THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.
Named Insured: AccountingDepartment.Com LLC

Policy Number: LHN D618796 01

Issued by The Hanover Insurance Company.
This endorsement, effective 12:01 A.M. 06/24/2019 modifies the following:
ACCOUNTANTS PROFESSIONAL LIABILITY INSURANCE POLICY (RISK PURCHASING GROUP
PROGRAM)
A. SECTION A - COVERAGE, Paragraph 7.a. and 7.b. of Supplemental Coverages is deleted and replaced by:
b. 1) Network Security Breach and Privacy Liability Coverage
We will pay on your behalf those sums which you become legally obligated to pay as damages and
claim expenses because of any claim made against you arising from a wrongful act in the
rendering of or failure to render professional services, that arises from a privacy event, the breach
of privacy regulations by you, or a network security breach, provided that:
a. The privacy event, breach of privacy regulations by you, or network security breach must
have first occurred on or after the applicable retroactive date(s);
b. You had no knowledge of facts which could have reasonably caused you to foresee a claim, or
any knowledge of the claim, prior to the effective date of this policy; and,
c. The claim or potential claim must first be made and reported to us in writing during the policy
period or any extended reporting period, if applicable, and must arise from any wrongful act
to which this policy applies.
Any payment made hereunder will not be subject to the deductible and will be subject to the Limits of
Liability referenced in Item 5.b. of the Declarations which is part of, and not in addition to, the Limits of
Liability referenced in Item 3. of the Declarations.
2) Network Security Breach (Non-Professional Services Claims)
We will pay on your behalf those sums which you become legally obligated to pay as damages and
claim expenses because of any claim made against you, that arises from a network security
breach, provided that:
a. The network security breach must have first occurred on or after the applicable retroactive
date(s);
b. You had no knowledge of facts which could have reasonably caused you to foresee a claim, or
any knowledge of the claim, prior to the effective date of this policy; and,
c. The claim or potential claim must first be made and reported to us in writing during the policy
period or any extended reporting period, if applicable, and must arise from any wrongful act
to which this policy applies.
Any payment made hereunder will not be subject to the deductible and will be subject to the Limits of
Liability referenced in Item 5.b. of the Declarations. However, the most we will pay for the sum of all
damages and claim expenses for all claims covered under Section A.7.b.2. of this Endorsement is
$250,000 or the Limits of Liability shown in Item 3. of the Declarations, whichever is less, which
amount will be included within, and not in addition to, the Limits of Liability shown Item 3. of the
Declarations.
The most we will pay for the sum of all damages and claim expenses for all claims under both Section
A.7.b.1 and Section A.7.b.2. of this Endorsement shall not exceed the Limits of Liability referenced in Item
5.b. of the Declarations, or the Limits of Liability shown in Item 3. of the Declarations, whichever is less.
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However, the most we will pay for the sum of all damages and claim expenses for all claims under
Sections A.7.b.1. and A.7.b.2 of this Endorsement is $1,000,000.
B. SECTION D - DEFINITIONS, the definitions of Privacy event and Regulatory proceeding are deleted and
replaced by:
Privacy event means:
1. The insured’s failure to protect a confidential record, including a cyber attack on the insured’s
system, or the actions of a rogue employee, which directly results in the unauthorized disclosure of one
or more confidential records;
2. The theft or negligent loss of hardware, media, system output, data or other documents, owned or
controlled by, or on behalf of, an insured, on which confidential records are stored or recorded;
3. The insured’s negligent failure to disclose an event referenced in 1. or 2. above, in violation of any
breach notice law; or
4. The insured’s negligent violation of any applicable federal, state, foreign or local privacy legislation or
regulation in connection with any claim.
Regulatory proceeding means any formal administrative or regulatory proceeding by a regulatory or
disciplinary official or agency to investigate or prosecute charges alleging professional misconduct or
ethical violations in the performance of your professional services or arising out of an actual or alleged
privacy event or network security breach.
C. The following is added to SECTION D - DEFINITIONS:
Breach notice law means any federal, state, local or foreign privacy legislation, regulation and their
functional equivalent that requires an entity to provide notice to affected natural persons of any actual or
potential unauthorized access to their confidential records.
Confidential record means a natural person’s first name or first initial and last name, in combination with:
1. Non-public personally identifiable information, as defined in applicable federal, state, local or foreign
legislation or regulations including social security number, driver’s license number or other personal
identification number (including an employee identification number or student identification number);
2. Financial account number (including a bank account number, retirement account number or
healthcare spending account number);
3. Credit, debit or payment card numbers;
4. Any information related to employment by an insured;
5. Individually identifiable information considered nonpublic personal information pursuant to Title V of
the Gramm-Leach Bliley Act of 1999, as amended; or
6. Any individually identifiable information considered protected health information pursuant to the
Health Insurance Portability and Accountability Act of 1996 (HIPAA), as amended;
7. Any third party’s trade secrets, data, designs, interpretations, forecasts, formulas, methods, practices,
processes, records, reports or other item of information that is not available to the general public;
when any of the information above is intended by an insured to be accessible only by natural persons or
entities it has specifically authorized to have such access.
Cyber attack means the transmission of fraudulent or unauthorized data that is intended to, and successfully
modifies, alters, damages, destroys, deletes, records, transmits, or consumes information within a
system, without authorization, including data that is self-replicating or self-propagating, and which
causes the disruption of the normal operation of a system.
Data means a representation of information, knowledge, facts, concepts or instructions which are being
processed or have been processed in a computer.
Media means objects on which data is stored so that it can be read, retrieved or processed by a computer.
Media does not mean paper. Media also does not mean money, financial instruments, or documents.
Privacy regulation means any statute or regulation that requires an entity to provide notice to individuals of
any actual or potential unauthorized access to confidential records.
Rogue employee means a permanent employee of an insured, other than an executive, who has gained
unauthorized access, or has exceeded authorized access, to a system or confidential records owned or
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controlled by an insured or an entity that is authorized by an insured to hold, process or store confidential
records for the exclusive benefit of the insured.
System means a computer, media, and all input, output, processing, storage and communication devices
controlled, supervised or accessed by the operation systems that are proprietary to, or licensed to, the owner of
the computer.
System output means a tangible substance on which one or more confidential records are printed from a
system.
D. SECTION E – EXCLUSIONS is amended to include:
This policy does not apply to claim(s) for a network security breach, or privacy event that is based upon or
arising out of, or relating directly or indirectly to:
1. Any costs to research or correct any deficiency;
2. Your intentional or willful complicity or your reckless disregard for the security of your computer system
or data;
3. Any criminal, fraudulent or dishonest act, error or omission, or any intentional or knowing violation of the
law by you;
4. Any criminal investigations or proceedings;
5. Any propagation or forwarding of malware, including viruses, worms, Trojans, spyware and keyloggers in
connection with hardware or software created, produced or modified by you for sale, lease or license to
third parties;
6. Any extortion or blackmail;
7. Any privacy event involving data that is being transmitted electronically, unless such data is encrypted to
protect the security of the transmission;
8. Your reckless disregard for the security of confidential records in your care, custody or control; or
9. Any aggregation or sale of information about individuals.
All other terms and conditions remain unchanged.
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